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Planning and Building a Cross-Jurisdictional Crime Mapping System for New York State

Abstract
This paper describes the planning, design, and programming efforts that led to implementation of the New York State Crime Mapping System, a user-friendly, cross-jurisdictional system developed to serve the wide variety of law enforcement agencies in the state. The system development team was made up of people with a diverse range of experiences and perspectives, including people with experience in programming and system integration and designing law enforcement agency records management systems. It also included potential end-users from law enforcement agencies. The authors summarize the major steps in the design process from conceptualization to delivery of the system, as well as the successes, challenges, and lessons learned along the way. 

Introduction

In the spring of 1998, Katherine Lapp, the commissioner of the New York State Division of Criminal Justice Services (DCJS) at that time, contacted the Vera Institute of Justice in New York City to help explore the possibilities of developing a regional cross-jurisdictional crime mapping system. Governor George Pataki and Commissioner Lapp initiated the idea for what eventually became the New York State Crime Mapping System because, in large part, they had been impressed by the well-known success of the CompStat process at the New York City Police Department (NYPD) and the pivotal role that crime mapping played in that process. The Vera Institute of Justice had a history of planning and undertaking innovations in the criminal justice system, including helping to develop the initial mapping prototype at the NYPD. After a series of revisions to that prototype by NYPD, this system culminated in their current widely heralded crime mapping operation.

Governor Pataki and Commissioner Lapp recognized the many potential advantages of bringing crime mapping capabilities to upstate law enforcement agencies. In addition to New York City and Chicago, other jurisdictions at the time were demonstrating the utility and effectiveness of crime mapping. While the New York State system was being considered, a few other efforts were underway to build regional cross-jurisdictional crime mapping systems. New York State was not to be left behind.

In this paper we discuss -- we hope in useful, transferable, and forthright terms -- DCJS’ and Vera’s efforts to bring basic and cross-jurisdictional crime mapping capacities to the wide variety of law enforcement agencies in New York State. We cover each of the major steps in the planning and building process and the successes, challenges, and lessons learned along the way. Our paper is intended for law enforcement professionals who are contemplating and designing similar systems. We focus primarily on the planning, design, and programming efforts that led to the delivery of the product. This is the first of a series of three papers that discuss the New York State Crime Mapping System. A second paper addresses the system’s key cross-jurisdictional functionality and the process of implementation within the New York State law enforcement community. The third paper addresses how the system currently is being used by agencies to engage in cross-jurisdictional crime mapping and analysis. 
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tc \l1 "Description and Background
Building a custom crime mapping application is hard work, and building a cross-jurisdictional system is even harder. New York State law enforcement officials embarked on this task because they wanted to bring the power of crime mapping to a broader array of law enforcement personnel, rather than just rely on individual crime mapping experts within individual departments who have computer know-how and a commercial-off-the-shelf mapping package. Although creation of a user-friendly, self-contained mapping application capable of cross-jurisdictional mapping across a state like New York held much promise, it was a highly ambitious task. 

We recognized from the start that making the system user-friendly would be challenging. Some years ago, Charles Ramsey, then deputy superintendent of the Chicago Police, reportedly requested a mapping program that was “so user-friendly, even I can make a map.”1 From these humble beginnings spawned the successful Chicago crime mapping application, ICAM.2   In New York State, more than 600 law enforcement agencies exist, and each has its own expectations for crime mapping. These expectations ranged from those that echoed Deputy Superintendent Ramsey to keep it simple, to much more lofty expectations, requiring the latest and greatest technology and the capacity for sophisticated analysis.

Seeking Initial Feedback from Leaders in the Law Enforcement Community

tc \l1 "The First Step: Seeking Initial Feedback from the Law Enforcement Community
In contemplating the development of a cross-jurisdictional system, we became aware of numerous challenges and unanswered questions. Could NYPD’s success with CompStat mapping efforts be replicated upstate? Could we design a system to meet the myriad needs of the state’s diverse law enforcement agencies? Could we design a system that would be sophisticated enough to take advantage of the latest technology, yet still be simple-to-use? Would agencies be willing to contribute and share their data? Who within the law enforcement agencies would be the end-users?

First, Vera and selected DCJS staff sought to understand the state of the art in crime mapping, both within New York and across the country. As this process evolved, we briefed key law enforcement officials throughout the state about what we were learning concerning the general capacities of crime mapping, the basic requirements needed to undertake crime mapping, and rapidly emerging developments in the field. Briefings involved formal presentations to groups such as the New York State Association of Chiefs of Police and countless informal discussions to solicit feedback. Vera also began networking with the rapidly evolving national crime mapping community, to begin with by attending the National Institute of Justice’s Crime Mapping Research Center Conference in Arlington, Virginia, in December 1998.

Two things were clear from our initial exploratory work with New York law enforcement agencies. First, law enforcement officials across the state were quite diverse in their knowledge about and their direct experiences with crime mapping. Most agencies, aside from the largest ones in the state, did not have an existing mapping capacity, nor did most have the adequate resources to start mapping. Second, despite these gaps, there was near universal acceptance that crime mapping could and should be a viable tool for law enforcement agencies throughout the state. 

The two main options that seemed to be taking hold nationally involved either trained crime analysts using the commercial-off-the-shelf mapping software or efforts to design custom, user-friendly system for the “average user.” On the basis of what we learned about crime mapping experiences across the country, we knew that commercial-off-the-shelf software approaches and customized system approaches each had their pros and cons. On one hand, technology savvy crime analysts in many jurisdictions were successfully capitalizing on the flexibility afforded by standard software packages. Yet, although this mapping software was becoming more user-friendly, the level of effort needed to learn the software and the amount of time needed to produce maps from raw data was still beyond the capacities of most law enforcement personnel. On the other hand, while custom system, sometimes referred to as “canned” systems, made the technology more accessible to more personnel, they were often thought to be less powerful.3 We wanted the best of both worlds. 

As we kept investigating, our questions became increasingly specific. How could such a system best be implemented? More specifically, how could it be implemented in a way that was accessible to the wide cross-section of law enforcement officials in New York State and in a way that was most cost-effective? 

Selecting “Pilot Regions” 

tc \l1 "Defining the APilot Regions@ and Surveying the Terrain 
We quickly recognized that trying to grasp, let alone accommodate, the law enforcement needs across a state as large and diverse as New York would be a Herculean undertaking. To make the project more manageable, DCJS and Vera defined pilot regions in which we could test the new system and iron out the kinks before making it available statewide. The pilot areas ultimately selected were the Capital Region, a four-county area where Albany is the major city, and Erie County, with Buffalo its urban hub. We selected these sites for several reasons. Each contains a diverse mix of law enforcement agencies in terms of size and community setting (for example, they include urban, suburban, and rural agencies). After New York City, these are the two major urban population centers in the state. Each site is anchored by a major metropolitan police force and has a multi-agency records management system (RMS).4 We saw these shared systems as an advantage to the project because the success of cross-jurisdictional mapping would rest on our ability to integrate data across agencies and, ultimately, across RMSs. 

Agency Survey and Site Visits

tc \l1 "Survey and Site Visits
Within the pilot sites, there were 66 law enforcement agencies operating at the municipal or county level. Also, the two pilot regions were each served by a distinct New York State Police troop. Vera developed and mailed a two-part survey to all 68 agencies to gather information about operations and resources and technical capacity.5 The first part included questions about the agency’s current level of mapping (if any), about department size, operational capacity (for example, the types of administrative units maintained and organizational structure), major crime and law enforcement issues, and current levels of cross-jurisdictional collaboration (for example, whether this collaboration involved crime mapping). The second part of the survey focused on general computer use, current RMSs, personnel’s use of and proficiency with software, basic platform issues (the existence of servers versus only stand-alone computers), and planned changes to any of these systems. Fifty-six agencies responded to the survey. 

Project staff also visited selected agencies that would be major contributors of data. The survey and site visit data helped shape the plan for the system by pointing DCJS and Vera in the direction of some options and away from others. While we had known about the strong desire for crime mapping across the pilot region for some time, these data helped us quantify user needs and better understand the technological challenges.

Among the more challenging issues we uncovered were a wide variation in agencies’ RMSs and the wide range of computer use and proficiency among agencies’ personnel. We also learned that while cooperation among law enforcement agencies was an idea to which almost all agencies assented, it was seldom pursued to any great extent. Agency personnel viewed data sharing and cooperation as laudable goals, but also experienced numerous technical and political impediments. We also recognized a bit of a paradox: a cross-jurisdictional crime mapping system would be a good vehicle to promote data sharing, but data sharing was key to implementing such a system in the first place.

Two Key Decisions: Desktop versus Web-based System and Centralized versus Decentralized Geocoding 

tc \l1 "Defining and Weighing Two Critical Options
To move forward, we had to make a few critical decisions early on, because they would have a major impact on how we proceeded. Two pivotal considerations were what computer platform was best suited to deliver cross-jurisdictional crime mapping capacity to local agencies and how to best provide for geocoding of data from contributing agencies.

There were two basic options for delivering cross-jurisdictional mapping. The first was to design a desk-top, or client-side, application that would rely on each agency maintaining a multi-agency data repository.6 The other was to deliver a web-based crime mapping system, perhaps with a thin client-side application, where both the application and the data would be located on a central server that users could access with a secure connection. While this intranet approach was more challenging and presented some security concerns, it quickly became the preferred option because it required less technical capacity and maintenance support from end-user agencies and, thus, would more likely promote wider end-user access. We expected that it would also cost less to implement. In short, this option offered a solution that was more cost-effective over the long run and had the potential for better serving the needs of individual agencies.

With regard to geocoding, the fundamental question was whether it could be done locally at individual law enforcement agencies or centrally at the location where the application would be housed.7 We chose the centralized option because it would likely promote wider use and it would ultimately be more efficient and cost-effective, as law enforcement agencies would not have to devote resources to the tedious task of geocoding and centralizing these tasks would achieve an important economy of scale.

Key Elements of the Desired System

tc \l1 "Key Elements and Challenge of the Desired System
After we spent more than a year assessing end-user needs and exploring and defining the options for a crime mapping system, we arrived at a consensus on what the key attributes of the system would be (Figure 1).


Redefining and Expanding the Team

Once DCJS and Vera had a basic sense of the system’s intended functionality, we sought to round out the development team. First, we needed a cadre of law enforcement professionals who could represent end-users. We also needed the highly technical skills of GIS programmers and application developers, as well as a software vendor. DCJS recommended an advisory group of law enforcement representatives, many of whom had consulted with DCJS on developing RMSs and other criminal justice applications. After extensive exploration, we chose MapInfo Corporation to provide programming support and software. The company’s headquarters are in Troy, which is conveniently located near DCJS’ offices in Albany.

The team now consisted of representatives of five distinct organizations: the New York State Police, DCJS, the New York State Technology Enterprise Council, Vera, and MapInfo. (We considered hiring a commercial database enterprise as consultants, but we decided that this would be cost prohibitive.) Thus, the team was a unique partnership of government officials, a nonprofit organization, a quasi-governmental agency, and a for-profit company. 

With so many different players, developing working relationships was complicated at times.  Although it is hard to describe in a narrative the day-to-day working relationships that developed, we learned several lessons from the team-building experience. Foremost among these was the need for all parties to remain flexible, in terms of both their respective roles and the design of the mapping system. Although we had a contract that clearly articulated a division of labor among the team members, the project required collaboration and considerable overlap in duties. If we were to succeed, workgroup members would have to be in frequent contact and diligently maintain a sense of teamwork. 

Getting Down to Work: Building the System

The project plan had several key milestones. The first was for Vera to produce a preliminary system requirements document that formally documented the minimal features required of the system. MapInfo, working closely with Vera, then updated this document to take into account MapInfo’s software capabilities as they related to DCJS’ network environment and security concerns. As the system requirement document took form, some compatibility issues arose that we had not anticipated.  Resolving these issues required additional time and resources.  For instance, since MapInfo consulting staff had considerably more experience in building Windows/NT applications than in building an application for a UNIX-based system like DCJS’, they had to devote a lot of learning time to understand DCJS’ particular network environment. In addition, DCJS had already established certain security criteria for other web-based applications, including the use of a “reverse-proxy” server, with which MapInfo staff needed to familiarize themselves. 

Another project milestone was the creation of a technical design document. This was MapInfo’s contractual responsibility, but, because of the nature of the project, the document became a collaborative endeavor. This document helped address the challenges of software and platform compatibility in more detail and helped to accommodate DCJS’ security concerns. 

Ultimately, after extensive redrafting and negotiation among team members, Vera and DCJS formally accepted the technical design document. Although we believe this process improved the document and ultimately the application, it sometimes put a strain on the group’s ability to function as a team. In addition, although all parties shared an interest in building a show-case crime mapping application, there was always an underlying tension between a government agency that wanted to get the most for its money and a business that wanted to earn profits. All the while, we felt the usual pressures of deadlines and schedules. 

The functional and technical design documents were key milestones. They provided the first real sense of what the system would actually look like and, thus, helped relieve some of the tension and apprehension about the ultimate success of the project. The team could now see in a more graspable form what had first been a purely conceptual model and then a detailed checklist of functionality. User screens and sample map output from the functional design document provided the first concrete material on which the advisory group could provide feedback (Figure 2). The system now had a distinct look and feel.

Figure 2. User Screens and Sample Map

Output From Functional Design Document
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The Programming Phase

Once the team agreed upon the system requirements and technical design documents, programming began. Because we had to remain flexible to accommodate changing technology and new software releases and because we were still learning about DCJS’ network environment, these documents were far from blueprints. They were sufficient, however, to provide clear guideposts and define the scope of functionality.

Although MapInfo was contractually obligated to do the programming, the development team collaborated closely during the programming phase. MapInfo and Vera staff spent a lot of time together brainstorming to design and tweak graphic-user-interfaces (GUIs) and to hammer out the details of functionality. Where necessary and appropriate, Vera consulted with DCJS and the development team about system features and would provide feedback to MapInfo.8 Together, Vera and MapInfo staff did their best to respond to this feedback and to implement the advisory group’s suggestions. At the end of these processes, and when MapInfo felt it had all the information it needed for various components, MapInfo’s programmers began writing the code behind the functionality. Gradually, the system developed.  

Because of considerable modularity in system design, functional components were available for use on MapInfo’s test environment in stages. While MapInfo continued programming, Vera staff tested the functional components as they became available and provided feedback and error reports. Vera also kept DCJS and the advisory group informed of developments so that they could provide feedback and MapInfo could make adjustments and improvements to the application in response. It is often the case with vendors that when substantial adjustments are necessary during the course of a project, the vendor requires formal “change orders” to the contract and cost adjustments to perform this work. However, the project team was pleasantly surprised that MapInfo accommodated most modifications and seldom said that the changes were “out of scope” and required contract adjustment. At the same time, because various complications arose that required extra time and effort, it was difficult for the team to keep within project timelines.

Lesson Learned: Allow Plenty of Time for “System Turnover”

tc \l1 "Approaching Completion of Programming 
As glitches arose and MapInfo made adjustments, the team formed plans for services to turn the system over to DCJS.  As is typical, the turnover services involved the technology being transferred from the developer’s environment to the host agency’s environment.  Along with this system transfer comes the knowledge transfer in the form of written documentation and direct instructions about installation and maintenance procedures.  

The application as it existed on MapInfo’s test server, consisting of the custom code with an integrated bundle of software and data products, would be copied to DCJS’ UNIX network. Because MapInfo’s test environment did not exactly mirror DCJS’ network, we knew that a certain level of on-site adjustment would be necessary, but the exact amount could not be fully appreciated without the hands-on experience of installation.  

During this turnover services planning phase, DCJS requested more detailed information about the system. The project team held numerous meetings to clarify various issues (for example, walking DCJS staff through the data loading and error logging procedures). DCJS’ Office of Operations was responsible for the computer network on which the application would reside. Because operations staff ultimately would need to maintain and support the system, they wanted to understand it thoroughly. In response to operations staff’s concerns, MapInfo added more details to turnover documents and spent more time in face-to-face discussions with technical network staff at DCJS. While this was a learning process and was ultimately beneficial, it added considerably more time to the process and delayed turnover services.

The most valuable lesson the project team learned from this experience was that project development teams should not make short shrift of the system turnover process.9 Complications and necessary adjustments are bound to arise. For example, although MapInfo had tried to replicate DCJS’ UNIX server in its own test environment, there were numerous features unique to DCJS’ environment that were impossible to replicate (for example, DCJS reverse-server proxy). In retrospect, we should have allowed more time for turnover services and involved DCJS’ technical and network staff earlier in the process.

Installation: The Final Phase of the Project

tc \l1 "The Final Phase of the Project
According to the MapInfo’s original timetable for programming and software installation, system installation was scheduled to take place over several days. In reality, it required at the equivalent of at least two full weeks of staff hours to complete these tasks because, as the system was installed, a wide range of complications and unforeseen compatibility issues arose. For instance, DCJS’ technical services staff had to install certain upgrades to the network software for the application to work properly. On the MapInfo side, there were glitches with new software releases. Some of the third-party applications that were built into MapInfo software behaved differently, or not at all, in DCJS’ server environment than they had on MapInfo’s server. 10 MapInfo staff became more of a fixture in DCJS’ network room than they had ever anticipated. Patient troubleshooting and collaboration between MapInfo staff and DCJS’ technical services staff ultimately resolved these problems. In late December of 2000, after “acceptance testing” by Vera, the system was formally accepted. 

Where the New York State Crime Mapping System is Today

tc \l1 "Where the New York State Crime Mapping System is Today
The conclusion of the process described above coincided with the 2000 conference of the National Institute of Justice’s Crime Mapping Research Center. At that conference, DCJS staff presented the system. Since that time, DCJS has been busy introducing new users, and the system has been implemented in the original pilot regions and beyond. DCJS is continuing to spearhead further participation among law enforcement agencies and is refining the system on the basis of user needs and evolving technology. DCJS continues to rely upon MapInfo and Vera to provide assistance in these efforts. 

Notes

1. Rich, Thomas F. 1996. The Chicago Police Department's Information Collection for Automated Mapping (ICAM). Program Focus. Washington, DC: National Institute of Justice. NCJ160764.

2. ICAM is short for Information Collection for Automated Mapping.

3. One area in which the difference between off-the-shelf-software and custom approaches is evident is when queries are run to select which data will be mapped.  Computer savvy users of commercial mapping packages can capitalize fully on the power and flexibility of SQL (Structured Query Language) to extract precisely the data they wish to map. Using this language they can define the target records to be mapped using detailed scripts they write themselves.  In customized systems, the SQL is essentially written behind the scenes when the end-user makes query specifications though menu selections and is, thus, limited by the options presented to end-users on the graphic screen interfaces (e.g., check boxes or pull-down menus).  In the New York State system, we maintained a user-friendly, menu-driven approach but tried to add as much flexibility as possible though a detailed graphic-user-interface (GUI).  One consideration for an enhancement is to create an expert query module for those users who are proficient with SQL.

4. A multi-agency RMS is a system in which several police departments share data storage facilities and processes. In the Capital Region, the Albany Police Department hosts a commercial RMS to which several neighboring agencies subscribe. In Erie County, Central Police Services provides an RMS that the County Sheriff and many village and town law enforcement agencies surrounding Buffalo use. 

5. We decided to divide the survey into two components because the two topic areas were distinct and to encourage completion. We thought that a key administrative person would be knowledgeable about operational and organizational issues and could complete the first part and that the other part would best be delegated to the department’s technology specialist.

6. Using a multi-agency data repository would require local agencies to download data from other agencies onto their desk-top (or network) to engage in cross-jurisdictional mapping. Conceptually, this approach was similar to what had been implemented in Baltimore County’s Regional Crime Analysis GIS system. 

7. One argument in favor of the local geocoding option was that local agency staff would best be able to reconcile problematic addresses through manual geocoding (i.e., fix those cases that were not automatically geocoded). Within the centralized geocoding option, we have since developed a procedure for notifying agencies of records that could not be geocoded. Options now include a “location alias table” that can recognize and geocode non-traditional addresses submitted by contributing agencies. As we refine this process, we work closely with local agencies to improve address quality and increase geocoding hit rates.

8. For example, Vera worked with the advisory group to come up with a consensus about what data would be viewable on the system. The group decided that crime suspect names should not be stored on the system database because of concerns about confidentiality and legal restrictions on the dissemination of “non-conviction” criminal history information. The advisory group was also instrumental in defining what other geographically referenced information (e.g., school locations, probationers’ offices, and registered sex offenders’ residences, etc.) would be useful to view along side the incident and arrest data. 

9. This, of course, assumes that turnover services are part of the process, as they were in the New York Crime Mapping System project. We recognize that, in our case, the process may have been complicated by the multiple agencies involved in the development team. Similar circumstances may exist, however, in cross-jurisdictional systems where a single agency acts as host to a system that will be used by multiple agencies. The technology platform of the host agency, as well as that agency’s capacity for adapting its network to the needs of the application, are of critical importance.

10. One particularly nagging problem was that map point symbols where displayed as an alpha-character on DCJS’environment where they had properly appeared a circles on MapInfo’s test environment.  After this problem was painstakingly diagnosed it was found to be tc \l1 "Post Scripta “font set bug” in a third party software product.

Figure 1. Requirements of the New York State Crime Mapping System





The Crime Mapping System: 





must be cross-jurisdictional;


must allow for mapping crime incidents and arrests;


must not be technologically taxing for agencies contributing data or using the system (for example, it must not require agencies to geocode their own records or store and maintain other agencies’ data);


must provide the capacity to add a wide variety of contextual data (for example, locations of schools, transportation facilities, etc.) to maps; 


must be compatible with the New York State Penal Law code file;


must be cost-effective for end-user agencies, in that it would not require individual software licensing and technical expertise; 


must be user-friendly, yet powerful, in that it could be accessible to law enforcement officials across the command structure and be able to inform tactical, strategic, and managerial decisions;


should provide some basic “hot spot” analysis capacity;


should capitalize on New York State Criminal Justice Data Standards as much as possible to minimize differences among RMSs and local data practices; 


should be as consistent as possible with other ongoing GIS efforts within the state.


should be able to deal as best as possible with "as is" data, because the crime mapping system and DCJS should not be expected to fix local data problems or enforce underlying "business rules" for local data processing; and


should employ secure intranet technology;


should have, at a minimum, the query fields that were standard in most other crime mapping. applications. 








The look and fell of the application emerges with illustrations provided in the functional design document.











