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Foreword

This updated edition of the Compendium of Sate Privacy and Security Legislation, 1994
Overview isthe ninthin the series of Bureau of Justice Statistics' publications referencing
and analyzing State laws, administrative regulations, and attorneys generals' opinions
relating to the security, confidentiality, accuracy and completeness of criminal history
records. The first Compendium was published in 1974 in conjunction with the
development and issuance by the Law Enforcement Assistance Administration of the
Department of Justice regulations on privacy and security of criminal history record
information. Subsequent editions have been published in 1978, 1979, 1981, 1984, 1987,
1989, 1992 and now the current 1994 edition.

The purpose of the volumes continues to be assistance to legidators, planners,
administrators, legal analysts and other researchersin reviewing and contrasting the
varying approaches the States have taken to issues concerned with the maintenance and use
of criminal records. With such information available, States are able to take amore
enlightened approach to criminal record policymaking.

The importance of complete and accurate records was again highlighted in the last
Congress with the passage of the Brady Handgun Violence Prevention Act and the
National Child Protection Act of 1993 (amended by the Violent Crime Control and Law
Enforcement Act of 1994 to include the elderly and disabled). Both Acts address the need
to improve the quality of criminal history records and provide grant programs to assist the
Statesin their efforts.

It isthe hope of the Bureau of Justice Statistics that this report will be aresource for
policymakersin improving and promoting the Nation’s criminal history records. The
efficient operation of complete and accurate record systems serves to benefit us all.

Jan M. Chaiken, Ph.D.
Director



Introduction

The Compendium series

This Compendiumisthe latest in a
series of nine U.S. Department of
Justice publications that reference
and analyze state laws and
regulations relating to privacy and
security of criminal history record
information. 1 These compendia
include: (1) compilations of state
laws and administrative regulations,
and (2) analyses of findings and
trends reflected in that body of law
and policy documents. The purpose
of these compendiaisto assist
legidators, planners, administrators,
legal analysts and other interested
individualsin reviewing state statutes
and regulations governing the
maintenance and use of criminal
records and in analyzing national
trends in thisimportant area.
Comparing and contrasting the
various approaches reflected in the
many state laws and regulations cited
in these documents should assist
planners and administrators to
develop effective and fair policies for
their jurisdictions. By facilitating
such comparisons and by furthering
research in this area, the compendia
are intended to promote the evolution
of enlightened privacy and
information policy.

IThe term “criminal history record
information” is defined in the Department
of Justice regulationsto include
“information collected by criminal justice
agencies on individuals consisting of
identifiable descriptions and notations of
arrests, detentions, indictments,
informations, or other formal criminal
charges, and any disposition arising
therefrom, sentencing, correctional
supervision, and release.” 28 CF.R. §
20.3(b) (1993).

The first compendium was published
by the Law Enforcement Assistance
Administration (LEAA) in 1974 as
part of its efforts connected with the
promulgation of regulations covering
the privacy and security of criminal
history record information.2 A
second compendium, published in
1978, documented the growth of state
privacy and security laws subsequent
to the earlier survey.3 At that time
LEAA aso published acompanion
document that provided an overview
of the significant changesin state
laws that had occurred, largely asa
result of the impact of the federal
regulations, and analyzed policy
issues in specific areas of privacy and
security law.4 Updating supplements
to those compendia were published in
1979 and in 1981, covering state
legislation and regulations up to July
1981.5 The 1984, 1987, 1989 and

2y.s. Department of Justice, Law
Enforcement Assistance Administration,
Office of General Counsel, Compendium
of State Laws Governing the Privacy and
Security of Criminal Justice Information
(Washington, D.C.: Government Printing
Office, 1974).

3u.s. Department of Justice, Law
Enforcement Assistance Administration,
National Criminal Justice Information
and Statistics Service, Privacy and
Security of Criminal History Information,
Compendium of Sate Legidation
(Washington, D.C.: Government Printing
Office, January 1978).

4. Department of Justice, Law
Enforcement Assistance Administration,
Privacy and Security of Criminal History
Information: An Analysis of Privacy
Issues (Washington, D.C.: Government
Printing Office, 1978).

SU.S. Department of Justice, Law
Enforcement Assistance Administration,
National Criminal Justice Information
and Statistics Service, Privacy and
Security of Criminal History |nformation:
Compendium of Sate Legidlation, 1979
Supplement, by SEARCH Group, Inc.

1

1992 volumes replaced all of the
earlier volumesin the series and
referenced all state laws and
regulations up to the dates of
publication.b

Scope of this Compendium

This Compendiumis an up-to-date
and complete document that replaces
all of the earlier volumesin the
series. It references all current state
laws up to July 1994, aswell as
regulations, executive orders and
opinions of state attorneys general

(Washington, D.C.: Government Printing
Office, 1979); U.S. Department of
Justice, Bureau of Justice Statistics,
Privacy and Security of Criminal History
Information: Compendium of State
Legidation, 1981 Supplement, by
SEARCH Group, Inc. (Washington, D.C.:
Government Printing Office, 1982).

6u.s. Department of Justice, Bureau
of Justice Statistics, Privacy and Security
of Criminal History Information:
Compendium of Sate Privacy and
Security Legislation, 1984 Edition:
Overview, by SEARCH Group, Inc.
(Washington, D.C., Government Printing
Office, September 1985); U.S.
Department of Justice, Bureau of Justice
Statistics, Privacy and Security of
Criminal History Information:
Compendium of Sate Privacy and
Security Legidlation, 1987 Overview, by
SEARCH Group, Inc. (Washington, D.C.:
Government Printing Office, August
1988); U.S. Department of Justice,
Bureau of Justice Statistics, Privacy and
Security of Criminal History Information:
Compendium of Sate Privacy and
Security Legislation, 1989 Overview, by
SEARCH Group, Inc. (Washington, D.C.,
Government Printing Office, April 1990);
U.S. Department of Justice, Bureau of
Justice Statistics, Criminal History
Record Information: Compendium of
Sate Privacy and Security Legislation,
1992, by SEARCH, The National
Consortium for Justice Information and
Statistics (Washington, D.C.,
Government Printing Office, July 1992).



where applicable. It asoincludesa
review and analysis section
containing ageneral overview of
state laws and regulations and a
discussion of trends and conclusions
concerning two especially important
information policy issues: (1)
requirements imposed on criminal
justice agencies to maintain record
quality, and (2) dissemination and
use of criminal history information
for noncriminal justice purposes.

Since this volume compiles the
material from previous compendia, as
well as more recent enactments, the
sheer bulk of this body of material
precludes continuing the practice of
reproducing the complete text of the
state laws and regulations. Copies of
specific statutes or the complete set

of statutes are available on
microfiche from the Nationa
Criminal Justice Reference Service
(NCJRS) in Rockville, Maryland. A
full, hard-copy library of these laws,
regulations and other materialsis
maintained by SEARCH, The
National Consortium for Justice
Information and Statistics, at its
officesin Sacramento, California.
Copies of specific enactments may be
ordered by mail or telephone.

This Compendium contains four
sections. Section 1 setsout an
overview of state criminal history
record laws and an analysis of state
requirements relating to data quality
and noncriminal justice access and
use. Section 2 defines the 28 subject-
matter categoriesinto which the laws
and regulations are classified in the
tablesin the Compendium. These
categories are the same as those used
in previous volumes. Section 3 sets
out summary tables showing trends
and developmentsin criminal justice
information law and policy by
classification category. Section 4
sets out summary tables of criminal
justice information statutes and
regulations by state, along with alist

of the titles of the state codes (see
page 47) from which the citations
were extracted. All of thetablesin
Sections 3 and 4 set out complete
citations to the official state codes or
other state compilations where the
full text of the laws and regulations
may be found. These citations should
be used in ordering copies of
particular provisions from NCJRS or
SEARCH.

The methodology used in compiling
the Compendium included a survey of
state officials concerned with
criminal record programs and policy,
followed by extensive library
research in the state codes to verify
and augment survey responses. The
survey and research compiled the
laws of 53 jurisdictions: the 50
states, the District of Columbia,
Puerto Rico and the Virgin Islands.
In the Compendium, all of these
jurisdictions are referred to as
“states.”

How to use the Compendium

Because this volume is a complete
compilation of all prior compendia
and supplements, it will not be

necessary to consult prior volumes.

To facilitate use of this volume, the
laws and regulations have been
classified into 28 subject-matter
categoriesthat are defined in Section
2. Numeroustables are included in
Sections 3 and 4 to assist readersin
finding laws dealing with particular
subjects or to determine which
aspects of information policy are
addressed by particular states. The
summary tablesin Section 3 list
citationsto al state statutes and
regulations under each of the 28
classification categories. For
example, the table for the category

“ State regulatory authority” (page 17)
indicates which of the states have
provisions establishing or designating

2

an agency to promulgate statewide
regulations governing criminal
history records and provides the legal
citationsto the provisions. In
addition to finding particular
citations, the reader is able to quickly
identify the concentration of states
addressing a particular policy area.

Another view of state privacy and
security trends is reflected in the
table on page 15 titled “ Survey
comparison of changesin state
statutes and regulations by
classification category.” At aglance,
the table indicates the degree of
attention that a particular area of
information policy has received in the
states over the past 17 years, as
reflected by surveys conducted in
1974, 1977, 1979, 1981, 1984, 1987,
1989, 1991 and 1994.

A summary table for each stateis
included in Section 4. Thesetables
use the 28 classification categories
referred to above and set out citations
to al of the laws and regulations of
particular states. If no entry appears
under one or more classification
categories for a particular state, it
means that the state has no law or
regulation addressing that policy
area, or that research hasfailed to
discover any.

The state summary tables presented
in Section 4 include subdivisions of
four classification categories.
Category 3, “Dissemination
regulations,” is subdivided to show
whether the states permit or prohibit
access by various types of groups or
individuals (criminal justice agencies,
governmental noncriminal justice
agencies and private agencies or
individuals) to various types of
information (conviction, non-
conviction and arrest information).
Category 4, “Inspection,” is
subdivided to show whether the states
permit an individual to inspect his
criminal history record; inspect his



record and take notes; or inspect his
record and obtain a copy of
information contained in that record.
Category 14, “ Accuracy and
completeness,” is subdivided to
permit statutes to be classified as
relating to disposition reporting,
auditing, or other accuracy and
completeness requirements. Finaly,
Category 22, “ Security,” is
subdivided to enable statutes to be
classified as relating to physical,
administrative or computer security.
These classification subdivisions
should present a more accurate and
detailed view of state legidative and
regulatory activity in these four
important policy areas and will make
the Compendium a more useful
research tool.



Section 1. Review and analysis

A. Current status of the
law

In the early 1970s, at atime when
public concern about privacy,
automation and mushrooming
information systems was at its height,
Congress considered several
legidlative proposals that would have
imposed a uniform nationwide
information management scheme for
state and local handling of criminal
history record information. Although
Congress did not enact
comprehensive legislation, in 1973 it
did adopt an amendment to the
Omnibus Crime Control and Safe
Streets Act of 1968 (now Section
812(b) of the Justice Assistance Act
of 1984; Pub. L. 98-473). The
amendment provided in general terms
that all criminal history record
information’ collected, maintained or
disseminated by state and local
criminal justice agencies with
financial support made available
under the Act must be kept complete
and secure, must be made available
for review and challenge by record
subjects, and must be used only for
law enforcement and other lawful
purposes.

In 1975 the U.S. Department of
Justice’ s Law Enforcement
Assistance Administration issued
comprehensive information systems
regulations to implement the
amendment. These regulations,
usually referred to as the Department
of Justice (DOJ) regulations, are
applicableto al state and local

Nnvesti gative and intelligence
information is not covered. Wanted
person information, original records of
entry, court records or traffic offense
records are specifically exempted from
coverage of the Department of Justice
regulations.

criminal justice agencies that have
used funding for the support of
criminal history record systems. The
regulations impose minimum general
reguirements for criminal history
information management, leaving the
development of specific programs
and procedures to state legislation
and policymaking. Asintended, the
regulations have been instrumental in
stimulating many states to enact their
own laws to comply with the
requirements of the federal
government. In addition, the
regulations triggered a reassessment
of existing state privacy and security
laws that has gone beyond mere
compliance, as evidenced by the fact
that about half of the states have
enacted comprehensive criminal
history laws, some of which arein
some respects stricter than the
reguirements of the regulations.

Today, virtually al of the states have
enacted legislation governing at least
the dissemination of criminal history
records. Although the approaches
differ considerably, virtually all of
the states have followed the lead of
the regulations in distinguishing
between information referring to
convictions and current arrests, on
the one hand, and nonconviction data
on the other (information referring to
cases without recorded dispositions
or with dispositions favorable to the
accused). Most states have placed
stricter limits on the release of
nonconviction data for noncriminal
justice purposes, such as background
screening for employment and
licensing purposes. Virtually all of
the states also have established
procedures to permit record subjects
to review their records and to
institute procedures to correct
inaccuracies. Finaly, virtually all of
the states have established security

procedures complying generally with
the requirements of the regulations.
In these areas, asin other areas of
record management, the regulations
do not require the enactment of
legidlation, so long as adequate
operational procedures are
implemented by regulation, agency
rule or other appropriate means.
Thus, the numbers of state statutesin
these areas cited in this volume do
not fully reflect the significant
progress made in these areas of
privacy protection.

Two areas of criminal history record
information management merit
special analysis. These areas are:

(1) data quality and (2) dissemination
of criminal records for noncriminal
justice purposes. They are discussed
in Section B.

B. Analysis of critical
issues

1. Data quality

As noted earlier, the broad language
of the 1973 Congressional
amendment provided the basis for
comprehensive regulations issued by
LEAA in 1975 covering all state and
local criminal history record systems
supported in whole or in part by
federal funding.8 Among other
things, the regulations require all
covered agencies to implement
operational procedures designed to
ensure that criminal history record
information is complete and
accurate. 9

8 Criminal Justice Information
Systems Regulations,” 28 C.F.R. Part 20.

98 C.FR. § 20.21(a)(1993).



The regulations state that to be
complete, arecord of an arrest must
contain information concerning any
disposition occurring within the state
within 90 days after the disposition
has occurred. In order to promote the
dissemination of complete criminal
history records, the regulations
require that state and local agencies
establish procedures to query the
state central repository prior to
disseminating information unless the
agency isassured that it is
disseminating the most up-to-date
disposition data or timeis of the
essence and the repository is
technically incapable of responding
within the necessary time period.10

completeness. 12

The provisions of the regulations
dealing with accuracy define
accuracy literally to mean that “no
record containing criminal history
record information shall contain
erroneous information.” 11 In order
to promote accuracy, two types of
operational procedures are required:
(1) aprocess of data collection, entry,
storage and systematic audit that will
minimize the possibility of recording
and storing inaccurate information;
and (2) procedures for sending
notices of correctionsto al criminal
justice agencies known to have
received inaccurate information of a
material nature. Asapractical
matter, this provision requires
agencies to create and maintain
dissemination logs so that corrections
can be sent to recipients of erroneous
information.

Finally, the regulations require
agencies to give criminal record
subjects an opportunity, upon
request, to review their criminal
history record information for

purposes of ensuring accuracy and

1028 C.F.R. § 20.21(a)(1)(1993).

1158 C.F.R. § 20.21(a)(2)(1993). 1258 C.F.R. § 20.21(g)(1993).

5

State statutory provisions

Asnoted earlier, the regulations do
not require the states to enact
legislation dealing with accuracy and
completeness. Many states, however,
have chosen to deal with the problem
by state law. 1n 1974, just prior to
publication of the regulations, only
14 states had adopted statutory data
quality safeguards. By 1978, two
years after the adoption of the LEAA
regulations, 41 states had added data
quality provisions of one kind or
another to their criminal history
record statutes. That number
increased to 45 statesin 1979, to 49
statesin 1981, to 51 statesin 1984,
and to 52 statesin 1991.13

Although the regulations do not
expressly require that the states
establish state central criminal record
repositories, the Commentary
published with the regulations noted
that the provisions on accuracy and
completeness were written with state
central repositoriesin mind. Indeed,
the provisions of the regulations
dealing with compl eteness state that
complete records “ should” be
maintained in state central
repositories.}4 Today every state, as
well asthe District of Columbiaand
Puerto Rico, have established state
central repositories and most of them
conform generally to the model
described in the Commentary. In all
of those states, pursuant to statute,
regulation or established practice,
criminal justice agencies throughout
the state are required to report arrest
and disposition data to the state
repositories for all serious offenses
(usually felonies and serious
misdemeanors). All of the states

Basusedinthe Compendium, the
term “state” includes the District of
Columbia, Puerto Rico and the Virgin
Islands. All except the Virgin Islands
have enacted data quality provisions.

1478 C.F.R. § 20.21(a)(1)(1993).



have statutory provisions expressly
requiring the reporting of arrest
information. In most cases, arrest
information is reported on arrest
fingerprint cards, which include the
subject’s name and identification
information, arrest event information
(date, place, etc.), arrest charges and
inked fingerprint impressions.

All 52 of the jurisdictions with data
quality provisions also have adopted
legidation that imposes some form of
disposition reporting requirement on
some types of state and local
agencies. 15 Many of these statutes
(for example, Alaska, California,
Kansas, Maryland, Missouri and
Texas) are quite specific asto the
types of datato be reported, the
responsible agency or official, time
requirements and sanctions. Others,
however, merely state a general
reporting requirement with little or no
detail asto how or by whom
reporting is to be accomplished,
leaving these particulars to be spelled
out in regulations.

Even in those states with more
detailed reporting laws, not all types
of information are covered. Only 29
states specifically require the
reporting of prosecutor information
to the central repository6 andin
only afew of these states are
prosecutors required to report to the
repository al of the charges that were
filed, modified or dropped. Forty-

15 Disposition” is used here to mean
post-arrest case processing information,
including information relating to
prosecution, court adjudication,
sentencing and correctional status.

16Alabama, Alaska, Arkansas,
District of Columbia, Georgia, Illinois,
lowa, Kansas, Kentucky, Louisiana,
Maryland, Massachusetts, Minnesota,
Mississippi, Missouri, Nebraska, Nevada,
New Jersey, New Y ork, North Dakota,
Oregon, Pennsylvania, Rhode Island,
Texas, Utah, Vermont, Washington, West
Virginiaand Wyoming.

five state statutes require the courts
(customarily the court clerks) to
report disposition information to the
central repository.17 Forty-five states
reguire correctional agenciesto

report correctional information, such
as reception, release, parole, escape
or death. 18

Other problems with many of the
disposition reporting laws include the
failure of statesto impose time limits
for the reporting of disposition data
and the lack of meaningful penalties
for failure to comply. Only 29 states
prescribe statutory time limits for the
reporting of disposition data, 19 and
many of these apply only to certain
types of data. Twenty-two states
have adopted statutory provisions

17Alabama, Alaska, Arkansas,
Arizona, California, Colorado,
Connecticut, Delaware, District of
Columbia, Florida, Georgia, Idaho,
Illinois, Indiana, lowa, Kansas, Kentucky,
Louisiana, Maine, Maryland, Michigan,
Minnesota, Mississippi, Missouri,
Montana, Nebraska, Nevada, New
Hampshire, New Jersey, New Y ork,
North Carolina, North Dakota, Ohio,
Oregon, Pennsylvania, Rhode Island,
South Caroling, Texas, Utah, Vermont,
Virginia, Washington, West Virginia,
Wisconsin and Wyoming.

18p1abama, Alaska, Arizona,
Arkansas, Cdlifornia, Colorado,
Connecticut, Delaware, District of
Columbia, Florida, Georgia, Hawaii,
Idaho, Illinois, Indiana, lowa, Kansas,
Kentucky, Louisiana, Maryland,
Massachusetts, Michigan, Minnesota,
Mississippi, Missouri, Montana,
Nebraska, Nevada, New Hampshire, New
Jersey, New Y ork, North Dakota, Ohio,
Oregon, Pennsylvania, Rhode Island,
South Dakota, Texas, Utah, Vermont,
Virginia, Washington, West Virginia,
Wisconsin and Wyoming.

19A1abama, Alaska, Arizona,
California, Delaware, Georgia, 1daho,
Illinois, Indiana, lowa, Maryland,
Mississippi, Missouri, Montana,
Nebraska, Nevada, New Jersey, New
Y ork, North Carolina, North Dakota,
Ohio, Pennsylvania, Puerto Rico, South
Carolina, Texas, Utah, Virginia,
Washington and Wisconsin.

6

which expressly prescribe
administrative, civil or criminal
sanctions for violations of disposition
reporting requirements, 20 but
research has failed to discover a
single reported decision in which a
criminal justice official has actually
been penalized for failing to comply
with disposition reporting
requirements. 2%

Statutes that impose transaction log
reguirements are the most common
type of data quality provision other
than disposition reporting. Thirty-
three states have adopted statutory
provisions that require criminal
justice agencies to maintain logs
identifying the recipients of criminal
history record information and the
dates of the disseminations. 2

Statutesin 30 states require the
central repositories to conduct some
type of audit.23 Auditing is generally

ZOAIabama, Alaska, Arkansas,
Connecticut, Delaware, Georgia, Kansas,
Louisiana, Maine, Michigan, Minnesota,
Montana, New Hampshire, New Y ork,
North Carolina, North Dakota, Oregon,
Pennsylvania, Puerto Rico, Utah,
Vermont and West Virginia

21see, SEARCH Group, Inc.,
Liability for Mishandling Criminal
Records (Sacramento, California:
SEARCH Group, Inc., April 1984).
There are reported decisions, however,
penalizing officers for failing to file other
types of reports, and one decision
penalizing an agency for failing to make a
required entry in a dissemination log.

2Twenty-two of the 33 states that
maintain dissemination logs have specific
and relatively detailed transaction log
requirements. The states are: Alabama,
Alaska, California, Connecticut, Florida,
Georgia, Hawali, Illinois, Kansas,
Kentucky, Louisiana, Massachusetts,
Montana, Nebraska, Nevada, New
Hampshire, North Carolina,
Pennsylvania, South Carolina, Vermont,
Virginiaand Washington.

23 laska, Arizona, Arkansas,
California, Connecticut, Delaware,
Florida, Georgia, Hawaii, Illinois,



viewed as one of the most effective
data quality procedures. Statutesin
23 of these states require the central
repository to conduct continuing or
periodic audits of state and local
agencies that submit recordsto the
repository.24 The scope of thiskind
of local agency audit usually
includes: (1) adherence by the local
agency to federal and state
regulations; (2) completeness and
accuracy of criminal history record
reporting; (3) adherence to
dissemination standards; (4)
implementation of appropriate
security safeguards; and (5)
compliance with mandated subject
access and review provisions.
Sixteen states require the repository
to conduct an in-house audit of its
own records, usually on an annual
basis?> In general, the scope of
these audits parallels the scope of the
audits of local agency systems.
However, statutes in some of these
states expressly require that thein-
house audit also attempt to identify
case cycles with dispositions which
are likely to have occurred but which
have not been reported. Statutesin
14 of the states require both an in-

Kansas, Kentucky, Louisiana, Maryland,
Massachusetts, Missouri, Montana,
Nebraska, Nevada, New Hampshire,
North Carolina, Oregon, Pennsylvania,
Puerto Rico, South Carolina, South
Dakota, Texas, Virginia, Washington and
Wyoming.

24Alaska, Arizona, Connecticut,
Delaware, Florida, Georgia, Hawalii,
Kentucky, Louisiana, Maryland,
Missouri, Montana, New Hampshire,
North Carolina, Oregon, Pennsylvania,
Puerto Rico, South Carolina, South
Dakota, Texas, Virginia, Washington and
Wyoming.

25Alaska, Arizona, California,
Illinois, Kentucky, Louisiana, Maryland,
Missouri, New Hampshire, North
Carolina, Oregon, Pennsylvania, South
Carolina, South Dakota, Texas and
Wyoming. (Alaskarequiresin-house
audits every two years. Arizona' slaw
requires “periodic” in-house audits.)

house repository audit and audits of
contributing agencies.?6

Finally, statutory provisions adopted
in afew states impose other kinds of
data quality requirements. Statutesin
14 states require state and local
criminal justice agenciesto query the
central repository prior to
disseminating criminal history record
information in order to assure that the
most up-to-date disposition
information is being used.2’

Thirteen states have added provisions
to their statutes that require the
repository to implement some kind of
delinquent disposition monitoring
system (for example, a system
designed to periodically identify
arrest entries for which dispositions
are probably available but not
reported).28 Five states have adopted
statutory provisions that specifically
impose training regquirements on
personnel involved in entering data
into criminal history record
systems.29 Seven states have
adopted statutory provisions that
address the use of automated
programs to provide systematic
editing procedures for the purpose of
detecting missing or nonconforming
data® Six states have adopted
statutory provisions that require the

26Alaska, Arizona, Kentucky,
Louisiana, Maryland, Missouri, New
Hampshire, North Carolina, Oregon,
Pennsylvania, South Carolina, South
Dakota, Texas and Wyoming.

27Alaska, Arizona, Georgia, Hawalii,
Louisiana, Maine, Missouri, Montana,
Nevada, Oregon, Puerto Rico, South
Carolina, Virginia and Washington.

28Connecticut, Delaware, Florida,
Georgia, Hawaii, Illinois, lowa,
Louisiana, Missouri, Montana, Nebraska,
New Hampshire and Washington.

29Alabama, Alaska, Georgia,
Kentucky and Louisiana

3OAIaska, Connecticut, Hawaii,
Kentucky, Nebraska, South Carolinaand
Virginia

use of a“tracking system” that uses
unique case cycle numbers or some
other method to link disposition
information to charge information.3!

Of course, in almost every state the
bulk of data quality requirements are
expressed in regulations or
administrative policies and
procedures, rather than in legislation.
However, the extent to which state
legislation addresses data quality
issuesis areflection of astate's
concern about data quality.

Itis clear, however, that the
enactment of legislation and the
issuance of regulations are not
enough to solve the problem of data
quality. While 52 states have
adopted at |east some standards for
accuracy and completeness that
reflect standards in the DOJ
regulations, thereislittle question
that the quality of criminal history
datain this nation falls short of
satisfactory. Disposition reporting —
or the lack of reporting — remains
the most serious deficiency,
especialy in terms of court
disposition reporting. Nextin
importance is auditing. Numerous
states have statutory provisions
reguiring ongoing systematic audits
and annual in-house audits; in
practice, however, many states have
not made data quality auditing a
priority sufficient to comply with
existing standards.

The issue is commitment: the states
must be committed to put into place,
and practice, procedures to collect
and maintain complete and accurate
data, and to scrupulously and
regularly conduct systematic audits to
ensure compliance with those
procedures.

31k entucky, Missouri, Pennsylvania,
Texas and Washington.



2. Access to criminal history
records for noncriminal justice
purposes

Background

Reversing atrend that began after
issuance of the DOJ regulations,
criminal history record information is
increasingly becoming available
outside of the criminal justice system.
Even nonconviction information is
now being made more available to
noncriminal justice agencies.
Twenty-nine states have adopted
open record or freedom of
information statutes that cover some
types of criminal history record
information. (Seethe Survey
Comparison Table on page 15.) This
does not mean that criminal history
record information is publicly
avalable in these statesin all
circumstances, but it does mean that
some types of information are more
available than before.

As apart of thistrend, amajority of
the states now permit access to some
criminal history records by at least
some types of noncriminal justice
agencies and private entities. For
example, specia accessrights are
increasingly accorded to
governmental agencies with national
security missions and to licensing
boards and some governmental and
private employers screening
applicants for sensitive positions,
such as those involving public safety,
supervision of children or custody of
valuable property.

The Congressional efforts of the
1970s to enact federal legislation
setting nationwide dissemination
standards for state criminal history
record systems failed. In addition,
the LEAA regulations on criminal
history record systemsissued in 1975
did not undertake to set auniform
policy on noncriminal justice access,
but instead essentially left the matter

up to the legidatures and governors
of theindividual states. Section
20.21(b)(2) of the regulations
provides that noncriminal justice
access and use is permitted if
“authorized by statute, ordinance,
executive order, or court rule,
decision or order as construed by
appropriate State or local officials or
agencies.”

This approach, though laudable from
the standpoint of states' rights, has
resulted in agreat diversity of
statutory schemes in the states. It has
also resulted in a steadily increasing
volume of authorized noncriminal
justice use. Findings of anational
survey conducted in 1984
demonstrate that the state criminal
record repositories were then
handling over 2 million noncriminal
justice access requests a year, 32 and
it is certain that the volume of such
reguests has increased significantly
sincethen. In several states,
including California, Minnesota,
Pennsylvania and South Carolina,
noncriminal justice traffic is greater
than total criminal justice use of the
criminal record systems, and, in
several other states, noncriminal
justice use is 40 percent or more of
total system use. In many of these
states, every session of the legislature
in recent years has resulted in new
statutory authority for noncriminal
justice agencies and groups to obtain
criminal record checks for such
purposes as public and private
employment, occupational licensing,
and the issuance of various permits,
certifications and clearances.

32« A Study to Identify Criminal
Justice Information Law, Policy and
Management Practices Needed to
Accommodate Access to and Use of 111
for Noncriminal Justice Purposes,”
prepared for the Federal Bureau of
Investigation, National Crime
Information Center, by SEARCH Group,
Inc., September 28, 1984, under Contract
No. J-FBI-84-044.

Asaresult, it is probably safe to say
that, in most states, present laws and
policies on noncriminal justice access
and use consist of a patchwork of
statutory and regulatory provisions
resulting from independent lobbying
efforts by particular groups rather
than from a comprehensive review of
the issues and devel opment of a
consistent, balanced, statewide
policy. Itisliteraly truethat no two
state statutes on noncriminal justice
access areidentical. The following
analysis of state statutory provisions
confirms these observations.

State statutory provisions

State statutes governing
dissemination of criminal history
records for noncriminal justice
purposes are so varied as to defy
classification. A few states,
including Michigan, Mississippi and
New Jersey, have no statutory
provisions setting statewide policies
on noncriminal justice access; in
these states, the DOJ regulations
control accessand use. Inafew
other states, including Maryland,
New Hampshire, South Carolina and
South Dakota, the statute does
nothing more than delegateto a
designated official the authority to
issue rules and regulations on
noncriminal justice dissemination. In
states that do have laws dealing with
the subject, the statutory approaches
vary from those of Florida and
Wisconsin, which are “open record’
states where anyone can obtain
access to criminal history records for
any purpose, to that of Tennessee,
which prohibits noncriminal justice
access and use except for limited
purposes specifically authorized by
statute and makes it a criminal
offense to release criminal history
records for unauthorized purposes.
The other states fall somewherein
between, with statutory approaches



that differ greatly asto what types of
noncriminal justice agencies may
have access to particular types of
records for particular purposes.

There are, however, some patterns
and similarities, due to the influence
of the DOJregulations. The
regulations do not place any
restrictions on the dissemination of
conviction records or open arrest
records (arrest records with no
recorded disposition) less than one
year old. Nonconviction records
(favorable dispositions, including
decisions not to refer or prosecute
charges and indefinite
postponements, and open arrest
records over ayear old and not
actively pending) may be
disseminated for any purpose
authorized by statute, ordinance,
executive order or court ruling. Most
of the states have followed this
approach of treating conviction
records differently from
nonconviction records. Commonly,
the states place few or no restrictions
on the dissemination of conviction
records and a number of states also
do not restrict the dissemination of
open arrest records less than ayear
old. Nonconviction records are
restricted to a greater degree and in
some states may not be disseminated
at all for noncriminal justice purposes
or may be disseminated only for
particular purposes under specified
circumstances.

Another similarity among many
statesis that the statutory provisions
do not specifically identify particular
noncriminal justice agencies or
organizations that may obtain
criminal history records. Instead,
they define classes or types of
agencies or organizations that may
obtain certain types of records for
specified purposes. Out-of-state or
federal agencies may beincluded, in
addition to in-state, private and
governmental agencies. The statutes

may define permitted purposesin
specific or more general terms. For
example, some states authorize the
use of criminal history records for
any occupational licensing or
employment purpose, while others
authorize such use only for screening
applicants for high-risk occupations,
such asthose involving the public
safety, supervision of children, or
custody of cash or valuable property
or information.

Many of the laws also require that
certain agencies or organizations
must be able to show specific lega
authority under other statutory
provisionsto obtain criminal records
or that the need for the record must
be approved by a designated board,
council or official. The statutory
provisions that require separate legal
authority for certain types of agencies
vary considerably from state to state.
The requirement may simply provide
that the requestor must be
“authorized by law” or must have
“legal authority” or that the records
must be necessary for a*“lawful
purpose.” 33 Such provisions are
interpreted in some states as
authorizing the dissemination of
criminal records for employment and
occupational licensing purposes
where the employing or licensing
agencies are required by law to
screen out applicants who are not of
“good moral character.” Other state
criminal record statutes, however,
authorize the release of records for
noncriminal justice purposes only if
the requesting agency is “ expressly”
authorized by some other provision
of state or federal law to obtain
criminal records for use in the course
of official duties.3* Thisisamuch
stricter standard. Still stricter

Bror example, Alaska, Delaware,
Kansas, Montana, North Carolina and
West Virginia

HAror example, Arizona, Arkansas,
Indiana, Maine and Massachusetts.
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provisions authorize the rel ease of
criminal records only pursuant to
statutory provisions that expressly
refer to criminal conduct or to
criminal records and contain
reguirements, exclusions or
limitations based upon such conduct
or records. 3

Where prior approval by a council ,
board or designated officia is
required for the release of criminal
records for noncriminal justice
purposes, the designated standard for
approval varies among the states. For
example, criminal record lawsin
New Hampshire and South Dakota
delegate general discretion to the
director of the criminal history record
repository to determine who may
have access, while Massachusetts law
provides that the Criminal History
Systems Board must find that the
public interest in releasing criminal
records to particular noncriminal
justice requesters outweighs the
security and privacy interests of the
record subject.

Severa states, including Alabama,
lowa, New Mexico, Ohio and South
Dakota, require that the record
subject must consent in writing to
any release of hiscriminal history
record for noncriminal justice
pUrposes.

State dissemination policies

As evident from the discussion
above, the criminal history record
laws in many states provide only the
framework for the state’s policies on
dissemination. Specific lega
authority for particular agencies or
organizations to obtain criminal
records may be set out in separate
statutory provisions, executive orders

Bror example, Connecticut, Illinois,
Pennsylvaniaand Virginia.



or even loca ordinances. In addition,
the actual policies and practices of
particular states may be set out in
regulations or may be based upon
written or unwritten repository
policies. These policies and practices
often provide for more restrictive
dissemination approaches than the
criminal record laws require them to
be. That is, usually dueto lack of
staff and facilities, many state
repositories do not provide recordsto
all of the noncriminal justice agencies
and organizations that are authorized
to obtain them under their laws. In
addition, many states impose
administrative requirements that may
not be required specifically by their
laws. For example, some states
require that the subject’ s fingerprints
be submitted with all requests for
noncriminal justice access and that
records may be released only when a
fingerprint comparison positively
verifies that the requested record
relates to the subject of the request.
All except a handful of the states
charge fees ranging from $3.00 to
$44.00 for processing noncriminal
justice record searches, 36

Interstate dissemination

Until recent years, the considerable
disparity among state dissemination
laws was not perceived as a serious
obstacle to the interstate
dissemination of criminal records for
noncriminal justice purposes, such as
employment and occupational
licensing. Thiswas due primarily to
the fact that there was no effective
system linking the state repositories
together in such away asto permit
the efficient exchange of records

36a survey conducted by SEARCH in
1991 revealed that al of the states
charged fees except Arizona, Arkansas,
Connecticut, Hawaii, Mississippi and
Vermont. Feelegislationisreportedly
under consideration in some of these
states.

from state to state for noncriminal
justice purposes. National criminal
record checks for noncriminal justice
purposes have been feasible in the
past only through use of the criminal
filesmaintained inthe FBI's
Criminal Justice Information Services
Division (CJS), which contain arrest
and disposition information
voluntarily submitted by criminal
justice agencies throughout the
country. Pursuant to federal laws and
regulations, searches of thesefilesare
conducted for federal noncriminal
justice agencies for such purposes as
civilian employment, security
clearances, military recruitment, alien
registration, visas and other official
purposes, and for federal and state
law enforcement agencies for
criminal justice employment
purposes. Searchesalso are
conducted for state and local
governmental employment and
licensing agencies with approved
legal authority to request such
searches and for employment in
federally chartered or insured banks
and designated segments of the
securities and commodities
industries.

Although the criminal files of the
U.S. Department of Justice are made
up primarily of arrest and disposition
data submitted by state and local
criminal justice agencies, these
records are subject to federal law and
are disseminated by the FBI pursuant
to federal laws and regulations
authorizing record checks for the
agencies and organizations noted
above. Under this program, inquiring
federal agencies are provided with all
of the information the FBI possesses
on subject individuals, including
favorable dispositions and open arrest
records without regard to the age of
the record. Responses provided to
banks, securities firms and state
employment and licensing agencies
include the subject’ s entire record
with the exception of open arrests
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which are over ayear old and not
actively pending. Thus, because
most states' dissemination laws are
more restrictive than the federal
standard, it is possible for authorized
federal and state noncriminal justice
agenciesto legally obtain state-
contributed records from the FBI for
purposes for which they could not, in
some cases, obtain the records
directly from the states where the
records originated.

This system of duplicate state and
federa filesis being phased out
because of concern for the disparity
among state security and
confidentiality laws and the expense
of maintaining and updating records
a both the state and federal levels.
The system which is emerging
replaces the “national repository”
concept with a system based on a
national index linking state
repositories. This system isknown as
the Interstate I dentification Index
(usually referred to as“I11” or “Triple
I"). When the system isfully
operational nationwide, the Il index
maintained at the national level will
contain personal identification data
on individuals whose criminal
records are maintained in state
criminal record repositories (state
offenders) and in the criminal files of
the FBI (federal offenders) but it will
not contain any charge or disposition
information. Theindex will serve as
a“pointer” to refer inquiring criminal
justice agencies to the state or federal
files where complete criminal history
records on inquired-upon individuals
are maintained. The recordswill be
exchanged directly between the states
and between state and federal
criminal justice agencies by means of
telecommunications lines linking
federal, state and local crimina
justice agencies throughout the
country. Dissemination and use of
the records obtained from state
repositories will be governed by the
laws and policies of the individual



states, rather than by the uniform
dissemination policy now used by the
FBI.

It should be apparent that the
disparity and restrictiveness of state
dissemination laws will present
serious obstacles to implementation
of thistype of interstate system asa
viable successor to the national
search system previously maintained
by the FBI. First, programming the
index to screen noncriminal justice
requests on the basis of the wide
variety of existing state laws and
policies would be difficult, and the
inquiry procedures would be
complex. Second, pursuant to
present state dissemination laws,
substantially fewer records would be
available to noncriminal justice
agencies under the index-pointer
approach than are now legally
available to them fromthe FBI's
files. As pointed out earlier, thisis
because the dissemination laws of a
majority of the states are
considerably more restrictive than the
FBI standard. Some states will
provide no records to federal or out-
of -state agencies and others will
provide only convictions (sometimes
only certain convictions) and perhaps
open arrest records that are less than
ayear old. It seemslikely that this
level of service would be viewed by
these agencies (and by other
policymakers) as insufficient to
satisfy their needs.

Conclusion

The absence of federal legidation or
regulations establishing a uniform
nationwide dissemination policy for
state criminal record systems has
permitted the states to develop and
implement their own approaches to
the release of criminal records for
noncriminal justice purposes. This
has had the laudable effect of leaving
the states free to establish their own

privacy and confidentiality laws and
policiesto strike a proper balance
between the rights of record subjects
and the public interest. However,
this has also resulted in the evolution
of widely varying state approaches,
and in laws and policies in many
states that are more restrictive than
the federal standard that governs
noncriminal justice use of the FBI's
files of state-contributed crimina
history records. These factors are
emerging as serious obstacles to the
implementation of an “index-pointer”
system for the interstate exchange of
criminal records, such asthelll
system now being implemented. The
ultimate success of this national
program for the interstate exchange
of criminal history records for
noncriminal justice purposes will
depend upon the willingness of many
of the states to modify existing
restrictionsin their laws and policies
in order to provide a comparable
level of serviceto federal agencies
and other noncriminal justice
agencies that are now authorized to
obtain records from the FBI.
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A proposed interstate compact to
implement the use of the 111 system
for noncriminal justice purposes
incorporates a noncriminal justice
access and dissemination standard
that isidentical to the federal
standard now applicable to the FBI's
Identification Division. Ratification
of this compact by a state would have
the effect of amending the state's
crimina record dissemination law in
the manner suggested above, so that
the state could make available the
level of record service necessary for
effective operation of the Il system.
The compact has been approved by
the FBI Director and the Attorney
General and is expected to be
submitted for Congressional review
in 1995. After approval by the
Congress, to endorse the participation
of the FBI in the system, the compact
will be submitted to the States for
ratification.



Section 2: Classification category definitions

The following are definitions of the
28 subject/matter categories into
which state laws and regulations have
been classified for both the individual
and summary state tablesin this
Compendium.

1. Stateregulatory authority.

A grant of power to a state agency to
promul gate statewide security and
privacy regulations for criminal
justice information systems.

2. Privacy and security council.

A state board, committee,
commission or council whose
primary statutory function is
monitoring, evaluating or supervising
the confidentiality and security of
criminal justice information.

3. Dissemination regulations.
Restrictions on dissemination of
criminal history information.

4. Inspection. Theright of an
individual to examine his or her
criminal history record.

5. Rightto challenge. Theright to
an administrative proceeding in
which an individual may contest the
accuracy or completeness of hisor
her criminal history record.

6. Judicial review of challenged
information. Theright of an
individual to appeal to a state court
an adverse agency decision
concerning challenged information.

7. Purging nonconviction
information. The destruction or
return to the individual of criminal
justice information where no
conviction has resulted from the
event triggering the collection of the
information.

8. Purging conviction information.
The destruction or return to an
individual of criminal history
information indicating a conviction.

9. Sealing nonconviction
information. Theremoval of
criminal history information from
active files where no conviction has
resulted from the event triggering the
collection of the information.

10. Sealing conviction information.
The removal from active files of
individua criminal history
information indicating a conviction.

11. Removal of disgualifications.
The restoration of rights and
privileges such as public employment
to persons who have had criminal
history records purged or sealed.

12. Right to state nonexistence of
record. Theright toindicatein
response to public or private inquiries
the absence of crimina history in
cases of arrest not leading to
conviction or where an arrest or
conviction record has been purged.

13. Research access. The provision
for and regulation of accessto
criminal justice information by
outside researchers.

14. Accuracy and completeness.

A requirement that agencies institute
procedures to ensure reasonably
complete and accurate criminal
history information, including the
setting of deadlines for the reporting
of prosecutorial and court
dispositions.

15. Dedication. The requirement
that computer configurations be
assigned exclusively to the criminal
justice function.

16. Civil remedies. Statutory actions
for damages or other relief resulting
from violations of privacy and
security laws.

17. Criminal penalties. Criminal

sanctions for violations of privacy
and security laws.
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18. Publicrecords. Requirements
that official records maintained by
public officials be open to the public.

19. Separation of files.
Requirements that criminal history
information be stored separate from
investigative and intelligence
information.

20. Regulation of intelligence
collection. Restrictions on the kind
of intelligence information which
may be collected and retained and/or
prohibition on its storage in
computerized systems.

21. Regulation of intelligence
dissemination. Restrictions on
dissemination of intelligence
information.

22. Security. Reguirements that
criminal justice agencies institute
procedures to protect their
information systems from
unauthorized disclosure, sabotage
and accidents.

23. Transaction logs. Records
which must be maintained by
criminal justice agencies indicating
when and to whom criminal justice
information is disseminated.

24. Training employees. Security
and privacy instruction which must
be provided to employees handling
criminal justice information.

25. Listing of information systems.
A mandatory disclosure of the
existence of all criminal justice
information systems describing the
information contained in such
systems.



26. Freedom of Information Act
(including criminal justice
information). Provisionsfor public
access to government records that
apply to criminal justice records.

27. Freedom of Information Act
(excluding criminal justice
information). Provisionsfor public
access to government records from
which criminal justice records are
specifically excluded.

28. Central state repository.
Establishment of a bureau, agency or
other entity to collect and maintain
criminal history records or criminal
identification datafor al criminal
justice agenciesin the state.

13



Section 3:

Summary tables of statutes and regulations by

classification category

A. Survey comparison of
changes in state statutes
and regulations by
classification category

The table on the following page
graphically depicts comparative
results of legidative survey findings
for the years 1974, 1978, 1979, 1981,
1984, 1987, 1989, 1991 and 1994,
which track changes in state security
and privacy statutes and regulations
by classification category. The
reader should note, however, that
each survey year isincluded in the
results of the succeeding survey, with
the cumulative sum of the legidative
activity reflected in the current
survey year.

The table shows that the leveling
trend detected in the 1984 survey has
continued. Surveys through 1981
showed significant increases in the
number of states enacting new laws
or regulations in most categories. In
recent years, however, state
legidative activity dealing with
criminal records has slowed. New or
significantly amended provisions
have been enacted by only afew
statesin afew categories. This
probably reflects two developments.
First, most of the states have now
settled on the basic approach they
favor concerning the regulation of the
maintenance and use of criminal
records, and recent legislation has
dealt with refinementsin existing
laws rather than enactment of new
initiatives. Second, the basic
principles of security and privacy
reflected in the federal regulations
have become widely recognized and
understood by criminal justice
officials, and procedures to prevent
abuses have been established and
enforced. Asaresult, security and
privacy issues and concerns are not
as prevalent asthey werein the late
1960s and early 1970s, when the
states were beginning to wrestle with

the problem of compliance with the
regulations.

Asaresult, the survey comparison
table shows that, in many categories,
the numbers for 1994 are the same as
those for 1984 through 1992. In most
of the others, the numbers reflect new
enactments by only one or two states.

14
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B. Summary of state
statutes and regulations
by classification category

The tables on the following pages,
titled “ Summary of state statutes and
regulations by classification
category,” contain detailed matrixes
summarizing state statutes and
regulations through July 1994. For
easy reference, the table for each
classification category is organized
alphabetically by state, and the
matrix references are keyed to section
numbers of the state codes.

These summary tables, and all other
tables in this Compendium, reflect the
laws of 53 jurisdictions: the 50 states
and the District of Columbia, Puerto
Rico and the Virgin Idlands. The
citations are to official compilations
of state laws and regulations. Only
title and section numbers are set out
in these summary tables. For the full
titles of the compilations to which the
citations refer, please refer to Section
4, page 45.
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